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ABSTRACT 
In WSN the computational power of very low power processors dramaticaly increase, mostly driven by demands of mobile 
computing. When the cost of such technology drops, WSNs will be able to afford hardware which can implement more 
aggregation and trust assessment algorithms. The aggregation of data from multiple sensor nodes is done atthe 
gating nade, by simple method such as averaging to avercome the limited computational pawer and energy resour 
WSN, However such aggregation is known ta be highly vulnerable to nade compromising attacks. Generally, WSNs are highly 
susceptible to such attacks due to absences of tamper resistant hardware. trative Filtering technique simultaneously aggregate 
data from multiple sources, usualy in a form of corresponding weight factors, erative Filtering i introduced which are more robust 
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‘against collusion attacks than the simple averaging methods, ft ¢ nat anly collusion robust but aso more accurate and faster 
converning 


Ines Terms: Wireless sensor network Robust data aggregation, Collusion attack, 


LLINTRODUCTION 


‘Sensor networks are collection of sensor nodes which cooperatively send sensed data to base station AAs sensor nodes are battery 


chiven an ecient ulization af power essential inorder to use netwarks for long duration (i The main goal af date aggregation 
algorithms is to gather and aggregate data in an eneray efficient manner so that network lifetime is enhanced, In WSN, sensor 
odes need less power for processing as compared ta transmiting data tis preferable to doin network procesing inside network 
and reduce packet siz 2] and (3 

‘ata aggregation is a process af aggregating the sensor data using aggregation approaches. The algorithm uses the sensor data 
from the sensor node and then aggregates the data by using some aggregation algorithms such as centralized approach, LEACH 
(Low Energy Adaptive Clustering Hierarchy. TAG (Tiny Aggregation) etc. This aggregated data is transfered to sink node by 
selecting the ecient path, In many sensar aplication the data collected from individual nodes ae aggregate ata hate station or 
hast computer. 

To reduce eneray consumption, many systems also perform in-network aggregation of sensor data at intermediate nodes 
enrautes to the base station. Most exiting aggregation algorithms and systems do not include any provisions for security and 
consequently thes systems are vulnerable toa wie varity of attacks. n particular, compromised nades can be used to inject alse 
ata that leads to incorrect aggregates being computed at base station. Two main secuty challenges in secure data aggregation 
ae confidential and integity. While trationally encryption is use to prove end to end confidentiality in WSN, the aggregators 
in secure data aggregation scenario need to decrypt the encrypted data to perform aggregation. This expases the plaintext atthe 
aggregators, making the data wuinerable to attacks from an adversary. Similarly an aggregator can inject false data inte the 
agregate and make the base tation accep alse data. Thus, while data aggregation the existing Security challenges. 

In future improves energy effciency of a network it complicates, WSNS need more sophisticated algorthms for datz 
aggregation. The technique must be robust in the presence af non-stchastc errs, such as fauts and malcious attacks and 
besides aggregating datz: also provide an assessment ofthe reliability and wustworthiness of the data received from the sensor 
des Identification ofa new sophisticated collusion attacks agains F based reputation sytem hich reveals a severe vulnerability 
of techniques. 

‘The novel methad for estimation af sensor erors which i effective in a wie range of sensor faults and nat susceptible tothe 
described attack. Design ofan efficient and robust aggregation method inspired by the MLE, which utiizes an estimate ofthe nose 
parameters obtained. Enhanced IF schemes able ta protect against sophisticated collusion attacks by providing an inal extimate of 
trustworthiness of sensors using inputs 

he performance of IF i validated by simulation on synthetically generated datasets. The simulation resus ilustrate that the 
robust aggregation technique is effective in terms af robustness against the novel sophisticated attack scenario as well as ecient in 
terms ofthe computational cost, The sensor eros ar estimated based on biased and unbiaced readings in specified location. IF 
provides both higher accuracy and better calsion resistance than the other methods. 


2. EXISTING SYSTEM 
‘Aggregation of dat from mutple sensor nodes is done atthe aggregating node is usually accomplished by simple methods such 
236 averaging to overcome the limited computational power and energy resource in WSN, Aggregation reduces the amount of 
network trafic which helps to reduce energy cansumption on sengor nodes, t hawaver complicates the already exiting security 
challenges for wireless sensor networks and requires new security techniques tailored specifically for various purposes, Proving 
security to aggregate data in WSN je highly vulnerable to node compromising attacks Since WSN are usualy unattended and 
without tamper resistant hardware, they are highly susceptible to such attacks. Thus, ascertaining trustworthiness of data and 
reputation of sensor nodes is crcl for WSNAS the performance of very low power processors dramatically improves: future 
aggregator nodes willbe capable of performing more sophisticated data aggregation algorithms, thus mating WSN less wunerable 
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3, PROPOSED SYSTEM. 
The main goal of data aggregation algorithm isto gather and aggregate data in an energy efficient manner so that netwotk ite time 
Is enhanced. Wireless Sensor Network offers an increasingly, atactive method of data gathering in distibuted system architectures 
and dynamic access via wireless connectivity. Iterative Fitting technique provides 2 solution fora major problem regarding with 
data aggregation in WSNLF,simutanecusly aggregate data from multiple sources and provide rust assessment ofthese sources, 
usualy in a form of crresponding weight factors assigned to data provided by each source. By demonstration its proved that 
iterative fitring techniques are mare robust agsnst collusion attacks than the simple averaging methods to a navel sophisicated 
collusion atack To address this security issue, an improvement for iterative firing techniques is done by providing an initial 
approximation for such technique which makes them not only colusion robust but also mare accurate and faster converging 


44, SYSTEM ARCHITECTURE 


Figure 4.1 System Architecture 


‘The architecture diagram forthe propased syst i shown in Fig 4.1. After registration inthe network if the user is valid they 
can enterinta the existing network topology. The user mast register their login credentials and to selec the assigning weight factors 
depending on the number of dats have tebe weed. By using I the sensor eros estimated in awd range af sensor fault and not 
susceptible to the descrbed attack. It uiizs an estimate of the noise parameters cbtained from sensor nodes. The enhanced IF 
schemes able to protect against sophisticated collusion attacks by providing an intial eximate of trustworthiness of sensor using 
input. The aggregated data i performing 2 fering operation. f any error accurs onthe fitting process, fist estimate the errors 
‘and calculate the new variance of data using MLE and finally tenant the aggregated data in a secured way, 


5, MODULES DESCRIPTION 
Node creation 

In this madule the weighted facto is assigned to each source in the network. The individual id specifies the node location by 
allocating weight factor to each node. Each nade is specified by thie location by assigning weight fata. The allocation af weight 
factor is based on the computational energy need in any form of network In this module the numberof nodes connected int the 
network can ao be identified, 
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Dota epgregation in multe sources 
This module species the data aggregation from mutiple sources. Data aggregation ie any praces in which information is gathered 
and expressed in 8 summary ferm, for purposes such as statistical analysis. A common aggregation purpose is to get more 
information about particular groups. The network is formed andthe aggregate node collects many data fom multiple nodes. is 
leo cede the data trafic 


Find bias and unbiased readings using IF 
Te find bias and unbiased readings using Iterative Firing method is specified To propose a solution for such wunerability by 
providing an inal trust estimate this is based on a robust estimation of erors of individual sensors. When nature of fra i 
stochastic such errors essentially represent an approximation ofthe eror parameters of sensor nodes in WSN such a: bias and 
variance 


Secure data aggregation using IF 
“his module species the secure data aggregation using herative Filtering technique. tis 3 tool for maximum IkelIhood inference 
fn partially observed dynamical systems. Stochastic reputations tothe unknown parameters are used to exploce the parameter 
space. Compare the efferent iterative value to provide the rank foreach iteration. The highest rank tration occurs mare enror and 
then this err is avoided using F technique 


6. RESULTS 
| graphs plotted between time and packet size 1 study the packet delivery ratio in the propased system and is shown in Fig 6A, 
The result interpretation shows thatthe delivered packet siz increases linearly with respect to time and hance the packet delivery 
rato is increased. A graph is plotted between time and packet size to study the dela in the proposed system and is shown in Fig 
64. The result shows secure data aggregation method using, When the time is between 0.000 ms to 2000 ms and there is 2 alin 
packet size till 4000 mb and again there isa rage in packet size ad reaches ite peak position of 35.000 ml at te 600 me the 
delay n packet size starts decreasing gradual. 


7. CONCLUSION 
In wireless sensor network computational cost and energy need high evel for transiting the data, So thatthe data aggregation 
technique i wad in WSN. This technique ie done by using various simple mathade such ac averaging but this data aggregation i 
highly vulnerable. The iterative Fiteing algorithm in secure data aggregation is used to resolve @ number of important problems, 
such a5 secure routing, fault tolerance, false data detection, compromised node detection, secure data aggregation, clusterhead 
lection outer detection, te. This algorithm not only fr ealusion robust but also more accurate and faster converging 
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Figure 6.1 Packet drop in Easting System 
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Figure 6.3 Secure Data Aggregation 
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